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Information Access and Cyber Risk
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Injection %38 138N External Program #1u shell command 98¢5z UUU RN 1usu
drnlngudruaninedazlddsilugag msvi Authentication w3903 Login 14158 UURIUTNS Web
Application 131 Web Site Unauviswauly “/admin” Tunsidngntir Admin v84 seuy Fadugedni
Tiantnasansanloasdn 15lg http://www.mycompany.com/admin Tunisitnlidnnisusnis
Web Site sfatussmsiasudumauiilily </admin” fagadeldann

331391 SQL injection Aife weninesarldde username oxlsfildus password dmsunis
1 SQL injection a¢ldldu Logic Statement en@Ieg1aidu “ or 'e’ = '@ 58 7 or “@’= “o
&1 Web Application vousilifinisideu Input Validation #in password wlane wuull weninesh
a111307192 bypass S¥UU Authentication ¥a57uae Login Whgszuuslaglidess username wag
password UBILTIUIADULAE

Fn151a7238UUse SQL injection SsiiBnnansuuvainilondiegieun dsusninesgulml
anunsnseuilinBumesidawagisnisviinlienn agneflnfeEw e
phiaue i NaLY!

HnWaLnsEUU (Web Application Developer) A159¢5¢8iase Y3 input string finna1nn1eil
Client (Web Browser) uaglimislaisindeiusyuunteueninglidndu aasiinig “nses” doyawn
17151910 Web Browser sinusnmaglld Client sgsazidon uaz viinns “nses” deyaiidnwaed
Yy SQL injection statement sanluidsisufiazadiifuszuugiuteya QL sely
N34 Stored Procedure #s® Trigger ﬁ’L"f]uwaaﬂmﬁﬂumsL%auIUiLmeﬁ'“leﬂs]“aiswgmﬂﬁayja
SQL Fesimmasafeannninnisld “Dynamic SQL Statement ” fugiudeya SQL 549
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b.ev Improper Error Handling

wu1ede 4n19599n157U Error message liifne nmﬁﬁéﬂ% Web Application #380193g10u
wanLNasaosiun Bad HTTP Request L1146 Web Server #58 Web Application vau31luiiitaya
3auans Error message 80nU M4t Browser dadayatiuanseanuninliusninesannsaliiiu
Uszlowil 1umiﬁﬂfdLmLﬁam%gmﬁmammizw Web Application veus b iesarniilonis
11197Uv9 Web application #aaluainund szuudnazuansdn Error Message gonuLanifiade
user ﬁimumﬁuﬁ’lﬁﬂgm%}auﬂa, Wan4 File System Path %38 Sub Directory Name ﬁ%l‘dé’ﬂi%lﬁ
grudeya aaenuvinlikeninesiineldssuvesladugiudeyaniu 19 MysoL Dusiu
Bn1unUay

Asinstvunuleuisn1sdnnisiu Error message Wiftuszuu taevimii Eror message 7
w3enliSutiandl Bad HTTP Request wuane t41u189 Web Application ¥89t511agnta Error
message iftlsinrsazvonligléfeloyassuuusedieiiglémlulians Suasddldaududunen
ma%s‘z’iaeiamﬁﬂ’muimnﬂdw;ﬁ%ﬁiium maviudaya Error message fenanlulfdudsslevidmsy
uaninasle

b.& Insecure Storage
wede MLAusFaRIL (password), westnsiasingnA vie deyaduvesgndn Lieeslid
o a | | I3 )~ v Y] . v a I3 ¢l
Anuvasadeiiesne dnlvgjasiiuiuuiinigndisia (Encryption) Lilugiudeyavse ivaslulnegq
agflu Web server wagfiniilaiinsiandinaninesaslianinsagiueen ue FarsAntuIndunis
Usziliuuwaninesaiull esannoraindeinnainlun1siwsia wu nsiunsanuld Algorithm 9
gouiuly vliusninesunzlidie wielinmsiiunaua (key) w3e sWadu (Secret password) 1310y
Tlduuuitee) Nuanines awnsaniela wie awisansasidalalagldiianliinnin
A8nsenby
P v ) 12 ] . . a v o v a PN
A1siin1sdnswalna Taeld Encryption Algorithm MiAoud 9 UgaunoaNAls wIaunuiay
Wussanuiiingsialy TouuAual Message Digest #30 A1 “HASH” vo9ssan1unie laeld
Algorithm SHA-e 1Jusu
n1suiunaua (key), lususes A3da (Digital Certificate) 38 aeiloTondfa (Digital
Signature) mstnulisgrslaende wu tnulilu Token w30 Smart Card fagUaeaseniinisiaull
Julvdlusnsanan WWusu @uiudulndfnisimsdisialinnasa)

. Denial of Service

Nu1889352UU Web Application %58 Web Server 184191 quﬂﬁfmulﬁlﬁamaﬁu Bad
HTTP Request wlanq w3s dn1sSendunegesaiilessiuauinn MiliAan1sasasuuiuiuuy
Web Server 28351 Inaunf Web Server agdnnnsfiu Concurrent session swaumils §13 HTTP
Request iiuAiunil Web Server aganansn3uld fazifin Error Tu vilvildldanunsaidh web
Site 13l# uananil enagyilAIouin CPU Overload vide Out of Memory Afluguuuunilaves
Denial of Service wufu namlaesauife vliszuvvensitywides “Availability”
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8wty

nnstaaiiu DoS wie DDoS Attack Tuliline waz drulug) ldanunsadosuly eoo% nns
finia Hardware IPS (intrusion Prevention Systern) tlugnynaidennils udifienldaeaoutiegs
mndean1susendnsulssanafinsiios ¥ns “Hardening” szuul3eudos 1wy Network OS il
9¢in7592a4 Patch peeaiLane, Web Server Aldutisaiu inseiiveslund tRavudulsys
naaAIUUSULAIAT Parameter U19A1983 Network OS wielssasuiunislaufiuuu DoS /DDoS
Attack

b.eo Insecure Configuration Management
= , A a X v = va o o a O Y]

nined Wulymiinduaingauassuy v3e §AnAs Web Server dnagfnnsludnuaey

“Default Configuration” @efamsiiesluininung niou1ensenlidlaviins Update Patch syuuli
Y = ! Qj' 1 d ° a a Y ¢ & 1
ASUNIUIUDN Patch angn Jaymiiaevsys ARein1smvueanslunisidndalngsneg Tu Web Server
Lianevinlvilvdvgaeenulvildidndald 1wy uwansesnunludnuaie “Directory Browsing” naenaw
A1 default ;199 137919210y Default Username way Default Password ﬁﬁﬂ%gﬂﬁﬂﬁmﬂlaﬂéf
a (= [J

Wasuegidudizan
aa ¥
M sundymn

Tvinsudlen “Default” mnee Muiinifnfsssuulasa wagyvitnis Patch syuulene Patch
f78n wazau Patch egvaiiaNe Sundt s “Hardening” svuutiues Services Tafiluilaldfily
AoudAuINIg 131A59539d0UANT File and Subdirectory Permission Tusguuinaalignaes way
Uaoadensold nasnaullnszuu Web Server log file 1iafiaglaaiuisansiaaau (Audit) HTTP
Request 7ide116s Web Server Ld laggann Web Server log file Mbs1laiUnld wag 151a13msiu
a ' a | ' . ' ' ° = a ¢
ANMINTENTL309911 (Vulnerability) Tusle) agnsatinaus uag dIn1309297LAT1ER Web Server
log file, Network log file, Firewal log file wag IDS/IPS log file Lﬁuﬁzam

il wenineslutligiuausaissuuisilagniungg Firewall laegnsinenis inse
finudndudeadaliuings Web Server lunnesdns detiun15n319d0uL309U09 Web
Application Source Code ag Web Server Configuration 3atdunisesndimiunisunlatgun
neauAulasadsvesszuulrTeniuan ailisalazuaninesaaiuiuaziiudnuiuLagiiy
Anuasatuduninn

oo fEANALDYY

uenndastimasenmiaduuds suanausaqiiteglulanooulatiiglififuszauau 1Hud
Virus anansaunsideldnlndsuslunoufinnesinensuuusaiiuead lu suliaansadsiiedludy
aauRiinesindnsduqlddesondolndnive deiiduriideasieaudenielidulng
Malware nutfunisunsszuiamluasiviionazairsanudemelifuszuuiasughonniigniae
worm uaz worm Afautseanidusiinuendosldfeluil
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- Email Worm @ mass-mailing worm fisumsedediwadluedesfinnidumiondn Adaesly
mBadinantiy

_ File-sharing Networks Worm faaensiesluBilulnlawmesiivumuiedsznausesinge sha
uazuvilwaimesredlusiniy PeP 19U KaZaa

- Internet Worm, Network Worm laugigeslnivaslusunsuskasssuuuufnisiwuisy Blaster,
Sasser ﬁLi’liﬁﬂﬁuﬁ

- IRC Worm dssfiesanieiesiinnifiumbelumendiegluesaunuiieaiu

- Instant Messaging Worm dﬂé’maqmﬂm%aﬁmmﬁum?ialﬂmﬂuﬁagﬂu contact list HIUN14
TUsuNsa IM 1w MSN, ICQ

Trojan laaunsaunsiolufnlngdun ldannsodssaiedludinoufinmesiniesdugld deserduns
vaeneultliannanienluldinieseamiefeisug Adiiuihdealomalvigliszasdfiten
muRuATasTiRntpInTzering Gearvherlsfld warlnsfudiidnvanssia trojan Ssudsoenls
Dunanewiasil

- Remote Access Trojan (RAT) ¥i3e Backdoor Milladeamslotlaiuszasdfannsadanaiugy ie
eglsflduuaiasinnidumisluwuussesina

- Data Sending/Password Sending Trojan luse sz uwaaslulig liuszasdd

- Keylogger Trojan é’m‘ﬁ’unﬂsﬁammﬁﬁmﬂmuuﬂuﬂuﬁ

~ Destructive Trojan aulnduunesiinnifumie

- Denial of Service (DoS) Attack Trojan 1411 DDoS Wielaufszuudu

- Proxy Trojan LﬂﬁlauméaaﬁmﬂLﬁuLm?JaiﬁﬂawaL‘T]u proxy server 139 web server, mail server Lﬁa
@319 zombie network

~ FTP Trojan WasueSefinndumielinaredu FTP server

- Security software Killer Trojan 41 process wioaulusunsutiearulisa/nsdu/Indreauipdod
anduwmie

- Trojan Downloader Atluan adware, spyware, worm meamﬁgwum%qmﬁa

spyware lunsidelufnlnddug lianansodsiiedludnoniinnediniecdugld fosorfonisvaen
auldliamlnanoluldrdonem Soonfudodwives web browser lumsindeiiosaslunses
wde ddisiuvindesuniutazazilineuludinmivesdfld Fauvseonldiluvarsvia @ursdmAd
WOANTIUAGE?) trojan AIe) L

- Adware amtlaalazLanLULILDSI2BAN

- Dialer agmuiulfifieldensdmimalnalusisuszina

- Spyware WiususiungAnssunslddumefidauuaioanie

 Hijacker wWaguuUas start page, bookmark uuusesiguly IE

- Trojan like 14U trojan downlaoder a1tiluan spyware WsalUULUDSlABN

- BHO (Browser Helper Objects) §aanilaridudilifisusvasduuusriwosioulu E

- Toolbar §iaden toolbar AlifsUszasduuusiwesiguly IE



-®&-

Hybrid malware/Blended Threats Ao malware N153UAIUAINITOVDS Virus, worm, trojan,
spyware L8

Phishing tuwailan1svi social engineer Ingld8uadiionasnlindolamedoyansvingsnssu
ensRUULBUmasIInU UnsinsAnusenan online bank account

Zombie Network 15asapuRaLAasTIwILNINg nvilanfinniduwdaves worm, trojan Lag

malware 981989U (compromised machine) %Q%Qﬂ attacker/hackerT%Lﬁugﬁuﬂﬁﬁaﬂﬂiiuﬂﬁidﬂ
. .. = v s saa

spam mail, phishing, DoS maLa'ﬂfgm‘ul%lama%wLL’Ji‘wmﬂg'ﬁm&J

ool AMUVINEYBITEATENALITE
Tnedruusznevvesdolafadunslaiduaaug ail Family Names, Group Name, Variant

Tail, Wenlo, Mydoom, bb, @mm

o. druusniansdonszgavedha¥a (Family Names) dausnnudragsenuiiladasiadu detlymiuity

sruuUfinisesls vidonwildlunsdeuedhda dueludl

Family_Names a31uu1u18

WM h¥afiduanlasveslsunsy Word

WeteiM a¥afidusnlasvedlusunsa Word e

XM ha¥aiduunlasveslsunsy Excel

Xetoi Irafiduslasvedlusunsa Excel wol

Wee ldafiinansenufussuuufiinmsiulend «e

Wenls/Winale Ta¥aiiinansgnuivszuuufianisiuland me On

WNT hafiinansenufussuudfoanisiuland NT ae Jn

-\Worm/Worm nuauduvasiiin

Trojan/Troj ns3u

vBs Ta3afignilunse Visual Basic Script

AOL 054U America Online

PWSTEAL Tnsduiifianuannsalunisulugsianiiu

Java lﬁaﬁgﬂﬂ’wmé’wmmmm

Linux Ta¥afiinansenuiuszuujoansaund

Palm L¥afiiinansenufussuuufi@nig Palm OS

Backdoor Watesliifynsnidnaedesls

HILLW Ysuanibhidagnaeulnaiieniwiseiugs

b. d@utevsslisa (Group Name)
MilavgnAuINYeresr leulFa vivowuue NldunsntulAnvesilusunsulisa
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on. @3UVBY Variant
eandendiutarveniaeiusveshiaviatu q Snsusuupmeiudauiaruaunsosiain
mewufANTiTlegTe Wariant 1 b dnwauzfe
.0 Major Variants azanundsdinfevethia iievsueninfinnuuansisiuesnsday wu w
oo Mydoom.bb@MM (bb 101 Major Variant) Lans1991n Wenlo.Mydoom.Q@MM agnsdntau
mJo Minor Variants Wisuenlunsdifiunnsstuiianios Tuuneads Minor Variant iusaviiven
sueliidvedhifa fog1agu Wal.Funlove.coss Musuwiniiinun cose KB.

& @y (Tai)
< ! = | ad ! v
JudiunazuaninIsnsunsnszany Usenausie

<o @M use @m vanlizinlhisanienuourinililu "mailer' Mazdsieaumed-uailodly
GRGEHGIRRINY

B Y o A A A " . y oA Y ' a

<o @MM w3 @mm venliinlifavsenueuriiaiitu "mass-mailer’ Magdsiilaauyng-

wakenwmsanegluguand

F9EN
Wenlo/Mydoom.bb@mm %#ungma1uan
Ihiaviailandlumwannesuvesiula e On
A o A
Yoveihiane Mydoom
Variant anguguesiitiie bb
a a [ ] a 3 a I I3 6
wazdAnuanunsaiazdsiesunnd-wakennsanegluuduand
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mlo AUFIAYVRY IT Governance

IT Governance iliAan susmsuaznnsysannsidussuu flsadeu Judumeu an
mutdou anmnndes dudnenmlagriauduasnuls waslssaunusening ssnsldetis
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al.o ANTNTunfesdinisauaunIsdanis waznsldmaluladasaunea iients
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nsdansanidssiiundentunsBsuuasiliitely lidesdunsdansiuteyaiidame
wardoyafiiumudy muinisihdeyaluldnseyinsfiianguune ddu n1suivmsenadesd
Reates alulaansaumaisnareufudiuddylunsifuguaianisifvesesdns (Corporate
Governance) fusmsasdiosanunsadindulalsiinmsazamu a seiulaluiFeamsinu audasade
LAZNIMUAY LagdrinwIgaaNnasg tlsTeniandeeisuldiung amulufunisaiuay ud
dnduiesveanisujiiniu Compliance Atfudafiosdnsliona wanidsald aundn GRC

(Governance-Risk management-Compliance) 7 first priority 184 asAnsgalvdludagiu

Managing Risk by GRC

From the Boardroom to the Mailroom

Market, Regulator and Stakeholder Expectations

(Emerging Standards and New Requirements)
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RISK MANAGEMENT\ \&\
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COMPLIANCE
and €

W e R s
e

“4" Soft & Hard i

Source :Adopt from IT Governance Institute z‘ Controls 3

mlolo Audnduvesnismuauiarifunsiumaluladansaumna aungvuned
gousulusedvaina Aslidvinlim Compliance ( Not Doing the Wrong Thing- Laws/Rules and
Constraints ) ust asAnsesiulovtefiagdniumsludaiignuagldinmsgudeariity sndegrasu
peAnseng q feglu aaneudnnindluanign sndudedlfaudrdyiunsmunuuaznisuszana
Youalaned n1sszylunguuie Sarbanes-Oxley Act, ool 1u #ate#l €oe find12d4
“Management’s Report on Internal Controls over Financial Reporting and Certification of
Disclosure in Exchange Act Periodic Reports” :i'msmusuaamimuaumﬂu%éfmmamquL{"Iam
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mlblol N1IRTIVABUVBINUTMITRIAUYNABIATAUTUTEANTHATUNTS
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Aunagnsianuduiusiuuiaon iy TneAanssuluesdns dludedlddayasn IT Activities Lol
U559100UseaIAN19537a Ine [T Activities azAasaeanndosiuianssuluesdAns wasdrelvesdns
anunsalduselevd andeyaegrnnuiilunisadisuselovigean waglinanouwnuainnsaanuain
Tonan1s g3nasnee samsansnsasiuanulaeulunsudetunniy lngunfuaiesans aging
v Uims wae muaulaglindnnisdnnisuasnis UUaNmanzauvsenanan w3a Promotion of
Best Practice Fuludonilsvaamdn n1siiu quaianisin/CG wieliiuladnesdnsazaiunsaussg
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Practices 19U wganu Litelndayauazimalulad Nldlussdnsaunsadilvesdnsussaingussasa
eg3nale auvanslininensengg agiiveing waslinsusmsAuEsINIzEy
< [ 1 Id d’lj o o a ¥ S
nUsEuFIna Az luiugud Ay luN S TUALLINIURIRANTTUNY nAlulad
asEuARIENNSoaTUaN YL vaIRaNITUNAn ARl
-NNTIUNULAZNNTIANITOIANTT (Planning & Organization -PO)
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Cyber Security and Cyber Laws
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